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A B S T R A C T
In 2006, the standard EPC Class-1 Generation-2 (EPC-C1G2) was ratiﬁed both by EPCglobal and ISO. This
standard can be considered as a “universal” speciﬁcation for low-cost RFID tags. Although it represents a
great advance for the consolidation of RFID technology, it does not pay due attention to security and, as
expected, its security level is very low. In 2007, Chien et al. published a mutual authentication protocol
conforming to EPC-C1G2 which tried to correct all its security shortcomings. In this article, we point out
various major security ﬂaws in Chien et al.'s proposal. We show that none of the authentication protocol
objectives are met. Unequivocal identiﬁcation of tagged items is not guaranteed because of possible birthday
attacks. Furthermore, an attacker can impersonate not only legitimate tags, but also the back-end database.
The protocol does not provide forward security either. Location privacy is easily jeopardized by a
straightforward tracking attack. Finally, we show how a successful auto-desynchronization (DoS attack) can
be accomplished in the back-end database despite the security measures taken against it.
© 2008 Elsevier B.V. All rights reserved.

1. Introduction
RFID technology today is employed in a great number of applications.
However, security aspects do not play an important role in the introduction of this promising technology. We should have learned from past
errors such as those related to bluetooth or WiFi technology. However,
the security level offered by commercial solutions is very low (e.g. Texas
Instruments DST tags [4], Philips Mifare cards [14]). The two main
problems related to RFID technology are privacy and tracking:
Privacy: Tag content, which may include sensitive information, is
revealed when insecure tags are interrogated by readers. Tags and
readers should be authenticated to correct this problem. However,
readers are frequently not authenticated, and tags usually answer in a
completely transparent way.
Tracking: A problem closely related to privacy is tracking, or
violations of location privacy. Even if access of tag content were only
allowed to authorized readers, tracking still might not be guaranteed.
The answer provided by tags is usually a constant value (i.e. a static
identiﬁer). Under this assumption, an attacker will be able to establish
an association between tags and its owners. Additionally, we can relax
our conditions and assume that tags only contain product codes rather
than a unique identiﬁer. In spite of this, Weis et al. claims that tracking
will still be possible by using an assembly of tags (a constellation) [29].
In addition to the previous threats, there are some other aspects that
must be considered: eavesdropping, physical attacks, counterfeiting,
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active attacks, denial of service, etc. For depth in all these matters we
recommend reading of [12,21,22] which provide surveys of the most
important advances in RFID technology.
Each time a new protocol is deﬁned, the class of tag for which the
proposed protocol is appropriate should also be speciﬁed. In general
terms, a tag contains a microchip with some computational and storage
capabilities, and a coupling element, such as an antenna coil for communication. Tags can be classiﬁed according to two main criteria:
The type of memory: The memory element serves as writable and
non-writable data storage. Tags can be programmed to be read-only,
write-once read-many, or fully rewritable. Depending on the kind of
tag, tag programming can take place at the manufacturing level or at
the application level.
The source of power: A tag can obtain power from the signal received
from the reader, or it can have its own internal power source. The way
the tag gets its power generally deﬁnes the category of the tag: 1.
Passive tags do not have internal source of power. They harvest their
power from the reader that sends out electromagnetic waves. These
kind of tags are restricted in their read/write range as they rely on RF
electromagnetic energy from the reader for both power and communication. 2. Semi-passive tags use a battery to run the microchip's
circuitry but communicate by harvesting power from the reader signal.
3. Active tags possess a power source that is used to run the microchip's
circuitry and to broadcast a signal to the reader.
Another relevant parameter is tag price, in which we mainly distinguish between high-cost and low-cost RFID tags. We note that
depending on the class of tag, the security level that can be supported
will also be different. For example, the security level of a tag used in
e-passports should not be the same as that of a low-cost tag employed
in the supply chain (e.g. tags compliant to EPC Class-1 Generation-2
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Table 1
Speciﬁcations for low-cost and high-cost RFID tags

Standards
Power Source
Storage
Circuitry (security processing)

Reading distance
(commercial devices)
Price
Physical attacks

Low-cost RFID tag

High-cost RFID tag

EPC Class-1 Generation-2
ISO/IEC 18000-6C
Passively powered
32–1 K bits
250 K–4 K gates
Standard cryptographic
primitives cannot
be supported
Up to 3 m

ISO/IEC 14443 A/B

0.05–0.1 €
Not resistant

Several euros
Tamper resistance EAL
5+ security level

Passively powered
32 KB–70 KB
Microprocessor
Implement 3DES,
SHA-1, RSA
Around 10 cm

speciﬁcation). To clarify the kind of systems we refer to as low-cost/
high-cost RFID tags, Table 1 summarizes their speciﬁcations, these
being relevant to current-commercial RFID tags.
2. Motivation
RFID is a relatively heterogeneous technology with a signiﬁcant
number of connected standards. As in [21], standards can be classiﬁed
according to ﬁve main categories: contactless integrated circuit cards,
RFID in animals, item management, near ﬁeld communication (NFC)
and EPC. Fig. 1 summarizes the most important of those. Within these
standards, one of the most relevant is the EPCglobal Class-1 Gen-2
RFID speciﬁcation (EPC-C1G2) [8]. It was adopted in 2004, and
eighteen months later was ratiﬁed by ISO and published as an
amendment to its ISO/IEC 18000-6 standard.
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EPC-C1G2 tags are passive, so they receive their energy from the
reader's RF waveform. The very constrained computational and storage
capabilities dictates that these tags cannot afford the use of traditional
cryptographic primitives. Following the standard, tags only support on
chip a 16-bit Pseudo-Random Number Generator (PRNG) and a 16-bit
Cyclic Redundancy Code (CRC). Tag memory is insecure, and susceptible
to physical attacks. A 32-bit kill command is used to permanently disable
the tag. A 32-bit access PIN is required to trigger it into secure mode.
Despite the great advance that EPC-C1G2 represents in terms of
communication compatibility and performance between tags, and the
major implications it could have for the widespread introduction of
this technology, the security level of the standard is extremely weak.
The two most relevant operations for managing tag populations are
inventory and access. These two operations present serious security
ﬂaws, as described below:
• Inventory command: the private information stored in the tag is compromised by any attacker with access to the radio channel, because the
EPC is transmitted as plain text. Additionally, an adversary can easily
impersonate a legitimate tag: the attacker can obtain the EPC of any tag
by simply eavesdropping the air channel, as this EPC will be emitted by
the tag when the reader sends any request. After obtaining this value,
the attacker can use it to impersonate the tag. Finally, as tags always
transmit a ﬁxed EPC value, this could be associated with its holder
allowing the easy tracking of user movements and behaviors.
• Access command: the security of the access command is extremely
weak, so performing a passive attack is very simple. An attacker
listening in to the backward and forward channel (a very realistic
assumption when using the air channel) can pick up the random
number sent by the tag. Then the attacker can decrypt the ciphertext
sent by the reader by performing an XOR (addition modulo 2) with

Fig. 1. RFID standards.
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the previous eavesdropped random number. So the plaintext or PIN
can be obtained by this quite simple mechanism, which constitutes
an important security pitfall.
In spite of the serious security failures of EPC-C1G2, this standard
could already be considered a great success having been adopted by
many RFID manufacturers [1]. This is why great efforts have lately been
made to develop new security features (e.g. authentication or key exchange protocols) compliant with the EPC-C1G2 standard [3,13,15,16,18].
3. Related work
The vast majority of designs for security protocols for RFID either
do not conform to the EPC-C1G2 [6,7,10,11,25,31] speciﬁcation or they
suffer from major security ﬂaws. In this section, we brieﬂy present
some recent attempts to raise the security level of low-cost RFID tags,
whilst still conforming to EPC-C1G2.
In [13], Juels shows that EPC tags are vulnerable to elementary
cloning and counterfeiting attacks. The proposals he makes for solving
these problems, while resistant to skimming attacks, are vulnerable to
eavesdropping and active attacks, etc.
In 2006, Juels et al. examine various ways for RFID tags to perform
cryptographic functions while remaining compliant with EPC-C1G2 [3].
Their main idea is to take an expansive view of EPC tag memory. Instead
of considering memory merely as an storage media, they use it as an
input/output way of interfacing with a cryptographic module within
the tag. Read/write commands may therefore carry out cryptographic
values, such as messages in a challenge–response protocol. Their work
clearly shows the need for mutual authentication between readers and
tags. However, the assumption that a low-cost tag might support onboard cryptographic module is not realistic, at least at the present time.
Karthikeyan and Nesterenko [15] proposed an efﬁcient tag identiﬁcation and reader authentication protocol based on simple XOR and
matrix operation. Two matrixes and a key are stored in both the tag
(K, M1, M-21) and the back-end database (K, M-11, M2). Once the tag is
identiﬁed, the reader sends to the tag the submessages Y, Z. The ﬁrst is
used to authenticate the tag and the second to update the key.
However, an attacker can replay Z with a random Z′. Upon receiving Y,
Z′, the tag will be authenticated and will update the key wrongly. So
the legitimate reader and the tag will not be able to authenticate each
other any more. Additionally, the protocol is also vulnerable to replay
attacks and privacy location is not guaranteed [5].
Duc et al. propose a tag-to-back-end database authentication
protocol [18]. The security of Duc et al.'s protocol is based on key
synchronization between tags and back-end database. The last message of the protocol is comprised of an EndSession command, which is
sent to both tags and readers. Interception of one of these messages
will cause a synchronization loss between the tag and the server. So
the tag and the reader will not be able to authenticate any more,
which is extremely serious. This protocol also presents backward
secrecy problems, as compromise of the EPC allows an attacker to
trace back all past communications.
Konidala and Kim [16] produced an interesting paper which tried
to correct some of the security shortcomings of the EPC-C1G2 speciﬁcation. The authors hold that the proposed scheme frustrates the
access password acquisition by a simple XOR operation, against what
happened in the speciﬁcation. However, Lim and Li [17] show how a
passive attacker can recover the password of the tag by eavesdropping
over a single run of the protocol and performing some correlation
analysis on the captured information.
4. Chien et al. protocol
In [5], Chien et al. propose a mutual authentication protocol for
improving the security performance of EPC-C1G2. Their scheme consists
of two phases: an initialization phase and authentication phase.

4.1. Initialization phase
For each tag denoted as Ti, the server randomly selects an initial
authentication key Ki0 and a initial access key Pi0. These two values,
joined with the EPC (EPCi), are stored in the tag. The authentication
and access key will be updated after each successful authentication.
For each tag, the server S (back-end database) maintains a record of six
values: (1) EPCi; (2) the old authentication key for this tag (Kold), which
is initially set to Ki0; (3) Pold denotes the old access key for this tag,
which is initially set to Pi0; (4) Knew denotes the new authentication
key, which is initially set to K i 0; (5) Pnew denotes the new
authentication key, which is initially set to Pi0; (6) Data denotes all
the information about the tagged object.
4.2. The (n +- 1) authentication phase

R → Ti:
Ti → R → S:

S → R:

R → Ti:

N1
The reader sends a random nonce N1 as a challenge to the tag.
M1, N1, N2
The tag generates a random number N2, computes
M1 = CRC(EPCi||N1||N2) ⊕ Kin, and sends the value back to the reader,
which will forward these values to the server.
The reader interactively selects an entry
(EPCi, Kold, Knew, Pold, Pnew, Data) from its database, computes
Iold = M1 ⊕ Kold and Inew = M1 ⊕ Knew, and checks whether any of
these two equations hold Iold = CRC(EPCi||N1||N2) Inew =
CRC(EPCi||N1||N2). This is designed to be a way of avoiding
desynchronization attacks. The process is repeated until a
match is found in the database, thus implying a successful
authentication of the tag. If no match is found, a failure message
is sent to the reader, and the authentication process is stopped.
M2, Data
After a successful authentication, the server computes
M2 = CRC(EPCi||N2) ⊕ Pold or M2 = CRC(EPCi||N2) ⊕ Pnew, depending on
which value (Kold, Knew) satisﬁes the equation in the previous step.
It also updates Kold = Knew, Pold = Pnew, Knew = PRNG(Knew) and
Pnew = PRNG(Pnew). The server sends M2, Data to the reader.
M2
Upon receiving M2, the tag veriﬁes whether the equation
M2 ⊕ Pin = CRC(EPCi||N2) holds. If so, it updates its keys
Kin + 1 = PRNG(Kin) and Pin + 1 = PRNG(Pin).

5. Cyclic Redundancy Codes — CRCs
A Cyclic Redundancy Code (CRC) is a checksum algorithm that can
be used to detect transmission errors (typically one or two bit ﬂips, or
bursts) in a very efﬁcient way. CRCs operate by interpreting input
binary sequences as polynomial coefﬁcients that they divide over a
preﬁxed polynomial in order to obtain a remainder, which, in its
binary expression, constitutes the crc value.
CRCs are completely linear, so they shouldn't be used in cryptographic applications as they cannot detect malicious changes by a
knowledgeable attacker [2,23,27,30]. To illustrate this property, the
Hamming Distance (HD) can be used. The HD of a CRC polynomial is the
minimum possible number of bit errors that is undetected by
computing the CRC. For example, if a CRC has a HD of 3, any combinations of 1 or 2 bit errors will be detected, but there is at least one
combination of 3 bit errors that will pass undetected. Cryptographic
hash functions should therefore be used for this purpose.
Computing a crc value for a given binary stream is essentially
dividing the polynomial associated with this stream by another ﬁxed
polynomial (that depends on the particular CRC implementation) and
computing a remainder. The stream should be multiplied by xN (being
N the degree of the crc polynomial) prior to division. That is to say,
computing the crc of a polynomial i(x) is basically ﬁnding a remainder
r(x) so that,
iðxÞ  xN ¼ dðxÞ  pðxÞ þ r ðxÞ with jr ðxÞjbjpðxÞj

ð1Þ
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The reader is referred to [28] where a detailed explanation about
the selection of the p(x) polynomial is included. Some popular
polynomials are the followings:
CRC  8 ¼ x8 þ x5 þ x4 þ 1
CRC  12 ¼ x12 þ x11 þ x3 þ x2 þ x þ 1
CRC−16 ¼ x16 þ x15 þ x2 þ 1
CRC  CCITT ¼ x16 þ x12 þ x5 þ 1
CRC  32 ¼ x32 þ x26 þ x23 þ x22 þ x16 þ x12 þ x11 þ x10 þ x8
þx7 þ x5 þ x4 þ x2 þ x þ 1
CRC  64 ¼ x64 þ x4 þ x3 þ x þ 1

1 Load the register with the Preset value.
2 Augment the message by appending N zeros to the end of it
(i(x)  xN).
3 While (more message bits)
3.1 Shift the register left by one bit, reading the next bit of the
augmented message into register bit position 0.
3.2 If (a 1 bit popped out of the register during the above step)
Register = Register XOR p(x)
End While
4 The register contains the remainder

5.1. CRC properties
Due to their linearity, CRCs have some properties that, from the
security point of view, one can label as bad. In fact, we will show that
one of these “bad” properties (derived from their linear structure) will
be enough to successfully attack Chien et al.'s mutual authentication
protocol in various ways.
Theorem 1. For any CRC (independent of its divider polynomial) and for
any values a, b, c and d ∈ F2[x], it holds that:
ð2Þ

Proof. From the deﬁnition in Eq. (1) above, one can write:


CRCðajjbÞ ¼ a  xN ⊕b  xN ⊕d1 ðxÞ  pðxÞ

ð3Þ



CRCðcjjdÞ ¼ c  xN ⊕d  xN ⊕d2 ðxÞ  pðxÞ

ð4Þ

for certain polynomials d1(x) and d2(x) ∈ F2[x]. Substituting these
values in the left side of Eq. (2) we obtain the following:





a  xN ⊕b  xN ⊕d1 ðxÞ  pðxÞ⊕ c  xN ⊕d  xN ⊕d2 ðxÞ  ðxÞ:

ð5Þ

Rearranging terms in this expression we get:


ða⊕cÞ  xN ⊕ðb⊕dÞ  xN ⊕ðd1 ðxÞ⊕d2 ðxÞÞ  pðxÞ

ð6Þ

that is the corresponding expression for CRC(a ⊕ c||b ⊕ d) (analogously
to Eqs. (3) and (4).
□
Corollary 1. In particular, if in Eq. (1) we have a = c, then,
crcðajjbÞ⊕crcðajjdÞ ¼ crcða⊕ajjb⊕dÞ ¼ crcð0jjb⊕dÞ¼ crcðb⊕dÞ
because 0 · xN ≡ 0 · p(x).

This is the property we will use to our advantage in attacking
Chien et al.'s protocol (and, for that matter, any other protocol relying
on the use of a CRC as a means of concealing secrets). It is important
to point out that this holds for every CRC implementation, independently of its length and crc polynomial (CRC-8, CRC-16, CRC-32,
CRC-64, etc).
6. Vulnerabilities of Chien's protocol

The EPC-C1G2 speciﬁcation proposes the use of CRC-CCITT which
detects all single and double errors, all errors with an odd number of
bits, all burst errors of length 16 or less, 99.997% of 17-bit error bursts,
and 99.998% of 18-bit and longer bursts.
The hardware requirements required by a CRC generator are not
very demanding. Speciﬁcally, an n-bit CRC consists of an n-bit shift
register with some XOR gates, as illustrated in Fig. 2. To compute the
CRC:

CRCðajjbÞ⊕CRCðcjjdÞ ¼ CRCða⊕cjjb⊕dÞ
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ð7Þ

In this section we will analyze the most important vulnerabilities
in Chien et al.'s protocol.
6.1. Unequivocal identiﬁcation
The use of RFID tags offers several advantages over barcodes: data
can be read automatically, without line of sight, and through a nonconducting material such as cardboard or paper, at a rate of hundreds
of times per second, and from a distance of several meters [12,21].
But there is a fundamental difference between barcode technology
and RFID. Barcodes use Universal Product Codes (UPC) to identify
the class of items. RFID technology replaces UPC with the Electronic
Product Code (EPC) that allows the unequivocal identiﬁcation of tagged
items.
The Tag Data Speciﬁcation [9] does not provide any speciﬁc
guidance for using EPCs in UHF Class-1 Generation-2 tags. So in the
following we assume that EPCs will be managed in the same way as
they were in the EPC-C1G1 standard. So the EPC is composed of the
following ﬁelds (identical to those of the General Identiﬁer, GID-96)
• Header is set to the ﬁxed hexadecimal value 0x35 (8-bits).
• General manager identiﬁes a company, manager or organization
(28-bits).
• Object class is used by an EPC managing entity to identify class or
“type” of thing (24-bits).
• Serial number is unique within each object class (36-bits).
Static identiﬁers (EPC-96) represent valuable information that
should be transmitted on the channel guaranteeing conﬁdentiality
and, at the same time, avoiding the tracking of its holders. To solve
these two connected problems, researchers have proposed a number
of pseudonym-based solutions. Generally speaking, a pseudonym is a
ﬁctitious name that disguises the real EPC-96 value, allowing only
authorized parties to link it to its real value. A pseudonym can be
interpreted as an anonymized static identiﬁer. However, if only
pseudonyms were used, privacy could be guaranteed. To ensure
adequate protection against tracking (location privacy), it is necessary
to update pseudonyms each time the tag is interrogated. The most
commonly used solution in the literature for pseudonym updating
consists of repeatedly applying a hash function to the static identiﬁer
(i.e. pseudonymi = hashi(EP C)). However, hash functions have not
been ratiﬁed by the EPC-C1G2 speciﬁcation because of the inherent computational limitations of low-cost RFID tags. As we saw in
Section 1, tags conforming to EPC-C1G2 only support on-board a 16-bit
Pseudo-Random Number Generator and a 16-bit Cyclic Redundancy
Code (CRC) checksum.
In the inventory command, as described in the EPC-C1G2
speciﬁcation, tags transmit their EPC as plain text. Chien et al. propose
that tags transmit M1 = CRC(EPC||n1||n2) ⊕ Kin instead, where the nonce
n1 is generated by the reader and the nonce n2 is generated by the tag.
Message M1, concatenated with these two nonces n1 and n2 is sent to
the back-end database. This scheme presents a serious security failure.
An EPC has the ﬁrst 8 bits of the header ﬁxed, while the remaining
88 bits are variable. So, there are 288 possible identiﬁers. However, tags
support onboard a 16-bit CRC (ISO/IEC 13239, p(x) = x16 + x12 + x5 + 1,
Preset = 0xFFFF, Residue = 0x1D0F). So the 288 possible EPC values
reduce to only 216 possible values when the CRC is applied to the EPC
(M1 = CRC(EPC||n1||n2) ⊕ Kin).
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Fig. 2. CRC-CCITT implementation.

Weakness 1. Chien et al.'s protocol does not guarantee the unequivocal identiﬁcation of tagged items, which is an essential property in
authentication protocols.
We have simulated a population of N tags. For each tag, the values
of EPC, K, P were randomly initialized. These values will be stored both
in each tag and at the back-end database. Upon initialization, we
simulate the reading of these N tags. For each reading, the following
process is repeated:
(1)
(2)
(3)
(4)

Reading of tagx
M1 = CRC(EPCx||n1||n2) ⊕ Kx
Send M1, n1, n2 to the back-end database
for (x´==1,x´ b N,x´++)
M1´ = CRC(EPCx´ || n1 || n2 ) ⊕ Kx´
if ((x´ ! = x) && (M1´==M1)) collision++;
(5) if collision N 0 qFailed unequivocal identificationq
I.E. Failed Unequivocal Identiﬁcation

The above process is repeated T times (T = 104) in order to obtain an
estimation of the non-unequivocal identiﬁcation probability (PNUI).

We have simulated the above experiment with eight different values
(N = 118, 226, 301, 397, 549, 626, 769, 800). The values obtained are
summarized in Fig. 3.a, and ﬁt perfectly with the values obtained for
the birthday paradox with a group of N tags and d = 216 boxes:
8
<



k
1−Π N−1
1−
N Vd
k¼1
pðN; dÞ ¼
d
:
1
N Nd

ð8Þ

These results are hardly surprising, since each time a tag (tagx) is
read, we search if the equality M1 = CRC(EPCx||n1||n2) ⊕Kx= =CRC(EPCx′||
n1||n2) ⊕Kx′ =M1′ holds for x′ ≠x. As speciﬁed in EPC-C1G2, the CRC is 16bits length. The kill and access passwords are 32-bits length in the
speciﬁcation. However, only one half (MSB or LSB) is included in
each message. Chien et al. do not state the key length of the
authentication key (kx) or that of the access key (Px). From the
above, we can assume that these keys are 16-bit length. Moreover,
the keys are xored with a CRC of 16-bit length, so the previous
assumption seems consistent with their usage. Finally, if we
assume that the CRC() and Ki are uniformly distributed (which
may well not be the case, specially in the case of CRCs), the
probability that at least two of N randomly selected tags have the
same index (M1 = M1′), is exactly that of the birthday paradox with
parameters N and d = 216. Therefore, we have demonstrated that
tags cannot be unequivocally identiﬁed under these conditions. For
example, with a population of tags greater than 300, we have at
least one non-unequivocal identiﬁcation with a probability over 0.5
(PNUI N 0.5). Similarly, even for a relatively low number of tags (600),
the probability of non-unequivocal identiﬁcation rises to more than
90% (see Fig. 3.a).

Fig. 3. Non-unequivocal identiﬁcation and failed authentication.
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Finally, even if we considerably relax the requirements of our RFID
system even allowing the existence of collisions in the identiﬁcation
process (although if the collision probability is low, this seems a very
unusual decision), Chien's protocol could present serious operational
problems as the number of tags increases, because the probability of
failed authentication rises quickly. To verify this, we carried out an
experiment similar to that described above, although in this case each
time a tag is read the absolute number of collisions in the database is
computed. The experiment has been simulated with six different
values (N = 27, 210, 212, 214, 215, 216), and repeated T times (T = 104). The
obtained results are displayed in Fig. 3.b. So, the probability of failed
identiﬁcations in a population of N tags, is described by the following
equation:
(
PFI ðNÞ ¼

ðN Þ−16

2log 2

NV216

1

NN216

ð9Þ

I.E. Several Failed Identiﬁcation of Tag0x29a51b66cf66663d2dc9f16f
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the private information stored in the tag (EPC, Kx, and Px),
message M1′ can be easily computed as described below. Corollary
1 states:
crcðajjbÞ⊕crcðajjdÞ ¼ crcðb⊕dÞ

ð10Þ

As this holds for every a, b, d ∈ F2[x], if b and d are the concatenation
of some other variables (b = b1||b2, d = d1||d2), the above expression
also holds and can be rewritten as:
crcðajjbÞ⊕crcðajjdÞ ¼ crcðajjb1jjb2Þ⊕crcðajjd1jjd2Þ
¼ crcððb1jjb2ÞÞ⊕ðd1jjd2Þ ¼ crcðb1⊕d1jjb2⊕d2Þ:
ð11Þ
So the difference between the known value M1 and the new
challenge M1′ is exactly M1 ⊕ M1′ = CRC(EPC||n1||n2) ⊕ CRC(EPC||n1′||n2′)
and, substituting in Eq. (11), we get
CRCðEPCjjn1 jjn2 Þ⊕CRCðEPCjjnV
1 jjn2VÞ ¼ CRCðn1 ⊕nV
1 jjn2 ⊕n2VÞ

ð12Þ

So, message M1′ can be obtained doing an XOR between message
M1 and the easily computable value CRC(n1 ⊕ n1′||n2 ⊕ n2′) (because all
nonces are transmitted in clear and the CRC function is public).
Therefore, the identity of a legitimate tag could be easily impersonated. An ANSI-C code with the implementation of this attack is
available in http://163.117.149.208/rﬁd/chien/attack2.c.
I.E. Tag impersonation
EPCx = 0xe34f5cdd919f4f2f9211678fe Kx = 0xb224
Reader → Tag: n1 = 0xb3e2
Tag → Reader: M1 = 0x21b4, n2 = 0x5fa4
(Isolate the tag)
Reader → Attacker: n′1= 0x77d8
Attacker → Reader: M′1= M1 ⊕ CRC(n1 ⊕ n′||n
1 2 ⊕ n′)
2 = 0x21b4 ⊕ 0x5e73 = 0x7fc7
n′2= 0xf0e2
Database: Check M′1= CRC(EPC||n′||n
1 ′)
2 ⊕ Kx==0xcde3 ⊕ 0xb224 = 0x7fc7
Tag is impersonated!

Additionally, the scheme does not provide forward secrecy
protection. Suppose that an adversary listens to an iteration between
a legitimate reader and a legitimate tag (M1, n1, n2, M2) and stores
these values. Then, the tag which is not resistant to physical attacks is
compromised, the EPC being obtained by the attacker. At this point,
the attacker will be able to obtain the secret keys (Kx and Px) and to
generate future M1′, M1″, etc. A detailed explanation of this attack is
described below:
I.E. Forward secrecy
6.2. Tag impersonation and forward secrecy
Each tag shares with the reader some private information: EPC,
authentication key (kx) and the access key (Px). This information is
used to build messages M1 and M2 in order to prove its authenticity.
However, a passive attacker eavesdropping the backward and forward
channel (see [24] for a eavesdropping range classiﬁcation) will be able
to supplant a legitimate tag as described below:
Weakness 2. Chien et al's protocol does not guarantee the nonimpersonation
of legitimate tags.
Proof. In order to accomplish this attack, an adversary only needs to
listen to an iteration between the reader and the legitimate tag.
(1) R → T:
(2) T → R:

n1
M1 = CRC(EPCx||n1||n2) ⊕ Kx, n2

At this point, the attacker isolates the legitimate tag, preventing it
from operating. He has the following information: M1, n1, and n2. With
this, the attacker should be able to build message M1′ = CRC(EPCx||n1′||n2′)
when queried by the reader. Although the attacker does not know

EPCx = 0x4d3174f00cf844e4ce5fb064 Kx = 0x1479 Px = 0xe04d
Reader → Tag: n1 = 0x119b
Tag → Reader: M1 = 0x1b36, n2 = 0x8a4b
Reader → Tag: M2 = 0xc57a
...
Attacker:
Tag is compromised obtaining its EPC
M1, M2, n1, n2, EPCx are known
Obtaining the keys:
Kx = CRC(EPC||n1||n2) ⊕ M1 = 0x1479
Px = CRC(EPC||n2) ⊕ M2 = 0xe04d
K′x= PRNG(Kx) = 0xa586
M′1= CRC(EPC||n′||n
1 ′)
2 ⊕ K′x
The attacker is able to generate future M1 messages
i.e. n′1= 0xfa4b n′2= 0x4b88
M′1= CRC(EPC||n′||n
1 ′)
2 ⊕ K′=
x
=0x3c64 ⊕ 0xa586 = 0x99e2

6.3. Back-end database impersonation
In Section 6.2 we focused on message M1 sent by the tag when
queried by the reader. In this case we concentrate on message M2,
generated by the back-end database. The attacker should be able to
generate this message in order to impersonate a legitimate back-end
database.
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Weakness 3. Chien et al.'s protocol is vulnerable to back-end database
impersonation.
Proof. For the attacker, it is enough to listen to an iteration between a
legitimate tag and a reader-database in order to exploit this
vulnerability:
(1)
(2)
(3)
(4)
(5)

R → T: n1
T → R: M1 = CRC(EPCx||n1||n2) ⊕ Kx, n2
R → Database: M1, n1, n2
Database → R: M2 = CRC(EPCx||n2) ⊕ Px
R → T: M2

The attacker has to block or disrupt the radio channel to obstruct
the correct reception of message 5. The objective of this is to prevent
the legitimate tag from updating its key. At this point, the attacker
could supplant the back-end database without knowing all its private
information (the six ﬁelds described in Section 6.1). In the next tag
reading, the database will receive M1′, n1′, n2′. The fraudulent database
has to compute the message M2′. But from Corollary 1, the following
expression can be derived:




M2 ⊕M2V
2 Þ⊕CRC EPCjjnV
2 CRCðEPCjjn2 Þ⊕CRC EPCjjnV
2
 CRCðEPCjjn

¼ CRC n2 ⊕nV
2
ð13Þ
So, message M2′ can be obtained by means of an XOR between the
previous M2 message listened to in the air channel and the easily
computed value CRC(n2 ⊕ n2′). Message M2′ will be sent to the tag,
which will authenticate the fraudulent back-end database and update
its keys. An ANSI-C code with the implementation of this attack is
available in http://163.117.149.208/rﬁd/chien/attack3.c.
I.E. Database impersonation
EPCx = 0x52c3e4175b97de07f22f9db0 Kx = 0xf6dd Px = 0xca39
Reader → Tag: n1 = 0x04a6
Tag → Reader: M1 = 0x7a98, n2 = 0xa833
Reader → Tag: M2 = 0x25f6 (blocked!)
...
Attacker → Tag: n′1= 0xf556
Tag → Attacker: M′1= 0x47dc, n′2= 0xae5c
Attacker → Tag: M′2= M2 ⊕ CRC(n2 ⊕ n′)
2 = 0x1219
Tag: Check M′2= CRC(EPC||n′)
2 ⊕ Px =
=0xd820 ⊕ 0xca39 = 0x 1219
Back-end database is impersonated!

6.4. Tracking or private location
Protection against tracking is not guaranteed when tags answer
reader queries with the same identiﬁer. In Chien et al.'s protocol,
nonces n1 and n2 are employed in each session to ensure freshness.
With this, it seems that the tag's private location is assured. This is not
the case, as explained below:
Weakness 4. Chien et al.'s protocol does not guarantee the location
privacy of tags.
Proof. The success of this attack depends on preventing tag key
updating. Moreover, if the population of tags is greater than 216,
the normal operation of the protocol will hamper the key update
operation (see Section 6.1). In the back-end database a pair of keys
(new, old) are stored for each tag key. Chien et al. claim that the
storage of these two keys frustrates DoS attacks. To provide this
property, the fact that a tag may sometimes use the same key
(message M2 was incorrectly received) to compute the message M1
is considered as a normal operation. In fact, Chien does not specify
the maximum number of times that a tag can be authenticated
with the same authentication key. Imagine that the reader
captures two non-consecutive iterations, upon non-updating key

condition (an ANSI-C code with the implementation of this attack
is available in http://163.117.149.208/chien/rﬁd/attack4.c):
(1)
(2)
….
(1)
(2)

R → T: n1
T → R: M1 = CRC(EPCx||n1||n2) ⊕ Knx , n2
R → T: n1′
T → R: M1′ = CRC(EPCx||n1′||n2′) ⊕ Knx , n2′

Now, the attacker computes the XOR of messages M1 and M1v. If
messages M1 and M1′ came from the same tag, the key Knx is cancelled
when the XOR is computed. By means of Eq. (11), the attacker can
verify if answers arise from the same tag:
M1 ⊕M1V ¼ CRCðn1 ⊕nV
1 jjn2 ⊕nV
2Þ

ð14Þ

I.E. Private location jeopardized
EPCx = 0x26d4c59d93afbeaf871fb35c Kx = 0x650b
Upon non-updating key condition ...
Reader → Tag: n1 = 0x1305
Tag → Reader: M1 = 0x6b3c, n2 = 0xb642
...
Reader → Tag: n′1= 0x1ea4
Tag → Reader: M′1= 0x1e33, n′2= 0xf4a7
...
Attacker: A = M1 ⊕ M′1= 0x750f
B = CRC (n1 ⊕ n′||n
1 2 ⊕ n′)
2 = 0x750f
A==B ⇒ Tag answers provide for the same tag!

A similar attack can be accomplished using messages sent by the
database (M2). Suppose that a crooked reader interrogates a tag:
reader sends the message M1 to the database. The database
authenticates the tag, and sends back message M2. M2 is stored by
the reader, and a wrong M2 message is sent to the tag avoiding its key
updating. Then the above process is repeated, obtaining messages M1′,
and M2′ with nonces n1′ and n2′. At this point, the attacker computes the
XOR of messages M2 and M2′ to check if they came from the same tag.
From Corollary 1, the following equality has to be fulﬁlled:
M2 ⊕M2V ¼ CRCðn2 ⊕nV
2Þ

ð15Þ

6.5. Back-end database auto-desynchronization
To defend against a DoS attack, Chien et al. propose that the back-end
database maintains a pair of keys (new, old) for each tag key. This assumption allows the server to authenticate tags and re-synchronize these each
time they suffer a DoS attack. However, the normal operation of the
protocol results in synchronization loss between the database and the tags
due to the non-unequivocal identiﬁcation property shown in Section 6.1.
Weakness 5. Chien et al.'s protocol is vulnerable to auto-desynchronization
attacks.
We have simulated a population of N tags. For each tag the EPC, K,
and P values are randomly initialized. These values will be stored both in
the tag and in the back-end database. Upon initialization, we simulate
the reading of N tags. For each reading, the following process is repeated:
(1) Reading of tagx
(2) M = CRC(EPCx||n1||n2) ⊕ Kx
(3) Send M, n1, n2 to the back-end database
(4) while ((x′ b N)&&(output==0))
{M′ = CRC(EPCx′||n1||n2) ⊕ Kx′
if (M′==M) autodesyn[x′]++; output = 1
x′++}
Upon the reading of the N tags, we compute the number of times
that auto-desynchronization occurred. After the reading of a tag, its
keys are updated both in the database and in the tag. An additionally
wrong update, during the reading of a different tag, will cause a loss of
synchronization for that tag. Therefore, the number of tags whose
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Fig. 4. Auto-desynchronization probability.

keys have been updated two or more times constitute the number of
de-synchronized tags. So the probability of auto-desynchronization
(PADS) can be deﬁned as:
PADS ¼

1 N
∑ ðautodesyn½x−1Þ:
N x¼1

ð16Þ

The above process is repeated T times (T = 103) in order to obtain an
estimation of the PADS. We have simulated the experiment with
different values (N = 214, 215, 216 … 218), as displayed in Fig. 4. The
results indicate that if we have a population of N ≥ 217 tags, the
probability of auto-desynchronization is greater than 0.5. This
probability increases to 0.93 if the population is N ≥ 218.
7. Conclusions
Due to the security faults both of EPC-C1G2 and of the previous
proposals conforming to this standard, in 2007 Chien et al. proposed a
new mutual authentication protocol that tried to solve these
problems. After brieﬂy presenting the Chien scheme, the security of
his protocol was analyzed, showing some important security failures:
non-unequivocal-identiﬁcation, identity impersonation (both of tags
and, importantly, the back-end database), non-forward security,
tracking, and auto-desynchronization.
We have also shown that all these security weaknesses are related
to the use of the CRC. Some of them (non-unequivocal identiﬁcation
and auto-desynchronization) could have been solved simply by using
larger CRCs (well above the 16-bit CRC proposed in the standard). The
rest of the security problems highlighted in this article are due to the
bad (linear) properties of CRCs and will not be solved by changing the
CRC length. We must conclude that these results should be taken into
account in future proposals. Furthermore, we doubt that CRCs should
be used in any security protocol at all, and its use should be conﬁned to
guarantee an error-free communication channel. A cryptographic
function such as a lightweight hash-function (i.e. PHF [19], Tav-128
[20]), or some kind of MAC (i.e. Squash [26]) should be used instead.
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