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a b s t r a c t
In recent years many authors have explored the use of biological signals for security issues. In the
context of cardiac signals, the use of Inter-Pulse Interval (IPI) values as a source of entropy is one of
the most widely used solutions in the literature. To date, there is a broad consensus that the four
least significant bits of each IPI are highly entropic and can be used, for instance, in the generation of
a cryptographic key. In this article, we demonstrate that the choice of the IPI bits used to date may
not be the most correct (e.g., the combination of bits 2638 are much better that the common assumed
5678). To come to our conclusions, we have done a rigorous and in-depth study, analyzing cardiac
signals from more than 160,000 files from 19 databases of the Physionet public repository and basing
our analysis on the NIST 800-90B recommendation.
© 2019 Elsevier B.V. All rights reserved.

1. Introduction
In the last years, a new way of generating and distributing
secret tokens based on the heart signal has gained more and more
popularity among security researchers [1,2]. It can be seen how
since the first paper appeared in 2004, proposing that the heart
signal might be applied to cryptography [3], several proposals
have been published in the literature.
In brief, the heart signal—which is a continuous signal—is
gathered by some sensors, and it is transformed into a discrete
signal. This process is known as quantization. While the first
algorithm was introduced by Bao et al. [3] and later improved
by Xu et al. [4] in 2011, the most common one was proposed by
Rostami et al. [5] two years later based on the previous ones. After
then, many authors have used such quantization algorithm [6–9]
or a slight modification of it [10] to extract a subset of the Least
Significant Bits (LSBs) from each Inter-Pulse Interval (IPI) (i.e., time
interval between two R-peaks or heartbeats) due to its claimed
entropy property [5].
✩ This work was partially supported by the Swedish Research Council (Vetenskapsrådet) under grant Nr. 2015-04154 (PolUser: Rich User-Controlled Privacy
Policies), by the MINECO grant TIN2016-79095-C2-2-R (SMOG-DEV), and by The
Leonardo Grants for Researchers and Cultural Creators awarded by the BBVA
Foundation.
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In a vast majority of the literature, authors rely either directly
or indirectly—by referencing other papers, on the fact that the
heart signal contains entropy and thus, it might be used in key
generation procedures [8,10], authentication protocols [5,11,12]
or peak misdetection algorithms [7,13]. There is, however, a standard methodology in all these works based on IPI values: the
length of the generated token is given by appending as many
bits (typically the four LSBs per Inter-Pulse Interval (IPI)) as the
protocol needs. On the contrary, some authors do not follow this
line but claim that the Most Significant Bit (MSB) of the IPIs do
not have entropy [14]. In this paper, we will demonstrate that
MSBs should also be taken into account to generate tokens with
entropy.
When authors check the entropy of the generated tokens,
there is a subset of them who specifically claim to use the Shannon entropy [6,8,9,15]. On the contrary, there are others who
just say that they test the entropy, providing no more information [10,16] or even there are some authors who directly do not
check the entropy but run some random test instead like the
National Institute of Standard and Technology Statistical Test Suite
(NIST STS) [17–19] which, as Rushanan et al. [20] pointed out,
is not enough to claim that the Electrocardiogram (ECG) can be
a good source of entropy.
Nevertheless, to the best of our knowledge, some questions
have not been tackled in the literature so far. (1) Are the four
LSBs the best ones to create the best token from the entropy point
of view? (2) Are there any other possible combinations of bits
that achieve more entropy than taken the four LSBs? How good
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they are concerning the four LSBs, and; (3) Is the ECG a source of
entropy?
In this article, we answer these questions and demonstrate
that only by looking at the Shannon entropy is not enough for
the heart signal—and particularly for the IPI values from the ECG
signal—to be considered a source of entropy.
1.1. Contributions
In this work, we analyze the entropy of the LSB values extracted from a heart signal according to the National Institute
of Standard and Technology (NIST) recommendation (i.e., SP 80090B Recommendation for the Entropy Sources Used for Random
Bit Generation [21]). In theory, the 4 LSBs are the ones with
more entropy. However, we followed a methodology based on
IPI extraction [5] and concluded that the last bits could not be
the best choice one from the entropy point of view.
Traditionally, the way researchers measure the entropy of a
given position is by computing as many IPIs as possible and
generating a string composed of bits from the same position in
the IPI. We argue that this could not be the best strategy. In detail,
we show how taking more bits than the 4 LSBs does not decrease
the entropy and makes it possible to extract more information
from each heartbeat. This property has a direct impact on the
performance: the more information we can extract from each
heartbeat, the less time the system needs to generate tokens of a
given size. Therefore, it makes our proposal faster than those that
only use the 4 LSBs.
To facilitate the replication of our results by other researchers,
we downloaded and used 19 databases from the Physionet public
repository1 [22]. Our contributions can be summarized as:

• We test 19 databases with information about heart signals
from different people. All datasets are taken from the Physionet public repository, which contains heart signals from
both healthy volunteers and people with cardiac conditions.
• Contrarily to prior proposals, we demonstrate that the four
LSB are not the best bits to be used in cryptographic applications. We generate all the variation without repetition of
8 bits taken from [2, . . . ,5] bits and extract the best combination of bits—combination(s) which achieve(s) the best
results in the min-entropy estimators [21]. To the best of our
knowledge, this is the first work that aims at extracting the
best combination of bits of the IPIs in terms of min-entropy.
• We empirically analyze more than 160,000 files and propose
different combinations for extracting tokens by taking 2, 3,
4 and 5 bits which are, in general, much better than taking
the 4 LSBs.
The rest of the paper is organized as follows: Section 2 provides some background on biometric authentication using an ECG
signal and also a necessary explanation of some random tests.
Section 3 describes the evaluation of our implementations and
a discussion of the results. A description of the most relevant
contributions in this area is summarized in Section 4 while this
paper ends with some conclusions and future work in Section 5.
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Table 1
For each database the number of patients and the pathology (if any) of the
patients involved.
Database

#Patients

Pathology

afdb [23]
afpdb [24]
cebsdb [25]
edb [26]
fantasia [27]
iafdb [28]
incartdb [29]
ltafdb [30]
mitdb [31]
nsrdb [32]
nstdb [33]
prcp [34]
qtdb [35]
sddb [36]
shareedb [37]
slpdb [38]
svdb [39]
twadb [40]
vfdb [41]

23
300
60
90
40
32
75
84
48
18
15
10
105
22
139
18
70
100
22

Atrial fibrillation
Paroxysmal atrial fibrillation
Healthy volunteers
Myocardial and hypertension
Healthy
Atrial fibrillation or flutter
Coronary artery disease
Paroxysmal
Arrhythmia
No significant arrhythmias
Mitdb with noise
Healthy
Holter recordings
Arrhythmia
Hypertension
Sleep apnea syndrome
Partial epilepsy
Myocardial problems
Tachycardia

In these datasets, we can find from healthy people as in cebsdb
to patients with myocardial diseases as in edb. Table 1 shows a
summary of the main characteristics of the 19 datasets used all
throughout this work.
Inter-Pulse Interval (IPI) extraction. The time distance between
R-peaks (heartbeats) is one of the essential features for cryptography that the ECG has. This time is usually known as Inter-Pulse
Interval (IPI), and it is particularly interesting because most of
the proposed works in this area found out that the four LSBs of
each IPI have some entropy [4,5]. There are, on the contrary, some
authors who use more bits than the four LSBs [14,42]. Contrarily
what it is usually assumed, in this work we empirically demonstrate that taking more than 4 bits might be a good strategy from
the entropy point of view and we give the better combination of
bits to generate a high entropic sequence based on IPI values (see
Section 3) than the usual 4 LSBs.
To process and extract the IPIs from the Physionet repository,
we used some scripts provided by them.2 These scripts were used
to obtain the ECG signal from each patient of the 19 databases.
After that, we run the well-known Pan–Tomkins’s algorithm [43]
over the ECG signal to extract the R-peaks. Once we extracted the
time intervals, we calculated the difference between each pair of
consecutive R-peaks to obtain the so-called IPI values.
Once we computed the IPIs, we run the quantization algorithm
proposed by Rostami et al. [5], which is a slight variation of
the quantization algorithm first proposed by Bao et al. [3] and
later improved by Xu et al. [4]. This algorithm fundamentally
transforms a continuous signal into a discrete one and applies a
Gray code to decrease the errors of the signal.
We took the public source code recently released by Ortiz
et al. [44] and made some slight modifications to get all the IPIs.
This task was particularly computational demanding due to the
amount of IPIs to generate and the number of databases involved
in the experiment.

2. Background
2.2. Entropy & NIST
2.1. Dataset and IPI extraction
Dataset. We first downloaded 19 databases from the Physionet
repository [22] which contain the heart information of several
subjects/patients and their ECG signals in one or several channels.
1 https://physionet.org/physiobank/database/#ecg.

The concept of entropy was first introduced in 1948 by Shannon in [45]. Roughly speaking, when applied to information theory, entropy measures how probable an event may occur given
all possible events, that is, if the frequency of an event is so high,
2 https://physionet.org/physiotools/software-index.shtml.
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then the information entropy is low [46]. On the contrary, if an
event only occurs some times, it is said that it contains more
information, and thus, the information entropy is high. More
formally, the entropy is defined as the negative logarithm
∑n of the
probability mass function for the value: H(X ) = − i Pi logPi .
This measurement of information entropy has been widely used
in the literature to verify, in our case, how good or bad a heart
signal is from the entropy point of view. In other words, if a
heart signal can be used as a source data generator due to its
entropy, i.e., if the heart can generate numbers with high entropy,
it means that such a signal might be used to generate random
numbers. However, by using just the Shannon entropy to claim
that a source can be considered random or not is not enough. Let
us propose the following sequence of bits ‘‘10101010’’. If someone
calculates the Shannon entropy, which is H(X ) = 1 and does not
perform any other entropy tests, she might reach to the wrong
conclusion that such a sequence is highly entropic. However, it is
quite clear that such a sequence follows a pattern and thus, is far
from being a random sequence (see Table 3 to see the complete
example).
In 2012, the NIST published a draft with some recommendations for the entropy sources used for random bit generation [47].
The final document (NIST SP 800-90B) was recently published—
early 2018—and can be seen in [21]. This document introduces
the minimum properties that an entropy source must have to
make it suitable for use by cryptographic random bit generators,
as well as the min-entropy which represents the minimum value
after executing a set of tests (estimators) used to validate the
quality of the entropy source. Note that the min-entropy value
is never higher than the Shannon entropy.
It is important to remark the difference between the NIST
min-entropy and the one used in information theory which is
a specific case of Rényi’s entropy. In the former, uncertainty is
measured in terms of a random variable’s vulnerability to being
guessed in one try by an adversary [48]. This last concept has been
recently used by Chizari and Lupu [49] to measure the entropy of
the heart signal.
Regarding the size of the dataset, the NIST SP 800-90B recommendation suggests that there is a minimum number of bits
that should be used to test the data source. Concretely, authors
indicate that ‘‘a sequential dataset of at least 1,000,000 consecutive sample values obtained directly from the noise source’’ is
needed. Nevertheless, if this constraint cannot be satisfied, they
also contemplate the option of taking small pieces of, at least
1000 samples to create a dataset of 1,000,000 values if all these
chunks come from the same data source to be evaluated.
In Table 2, we can find a summary of the size of the databases.
In that table, we can split databases up into two main groups: (1)
databases that achieve more than 106 bits in the generated files,
and; (2) databases that do not achieve such threshold. Having that
in mind, results regarding databases that do not achieve such a
threshold should be taken with a pinch of salt. Despite that, we
decided to keep them in the analysis due because many works
consider them (e.g., mitdb or qtdb) in their experiments [5,14,50,
51].
In our work we are using the min-entropy estimators proposed by the NIST to check if the bit sequences extracted from
the heart signal, pass such estimators or not and thus we can
consider the heart as entropy data source. The execution of each
one of these estimators gives as a result an entropy value which
is independent from the others estimators. Finally, the algorithm outputs the minimum value of all the estimators, i.e.,
min-entropy.
In the following, we describe in more detail the ten proposed
estimators to compute the min-entropy by the NIST.

Table 2
For each database, ✗ the denotes whether the size of the generated IPIs is less
than 106 , and; ✓ means that the size is larger than 106 .
Database

2 bits

3 bits

4 bits

5 bits

afdb
afpdb
cebsdb
edb
fantasia
iafdb
incartdb
ltafdb
mitdb
nsrdb
nstdb
prcp
qtdb
sddb
shareedb
slpdb
svdb
twadb
vfdb

✓
✗
✗
✓
✓
✗
✗
✓
✗
✓
✗
✗
✗
✓
✓
✗
✗
✗
✗

✓
✓
✗
✓
✓
✗
✗
✓
✗
✓
✗
✗
✗
✓
✓
✓
✗
✗
✗

✓
✓
✗
✓
✓
✗
✗
✓
✗
✓
✗
✗
✗
✓
✓
✓
✗
✗
✗

✓
✓
✗
✓
✓
✗
✗
✓
✗
✓
✗
✗
✗
✓
✓
✓
✗
✗
✗

Table 3
Example of min-entropy results using: a 106 bits file composed of the sequence
‘‘10’’ (len(‘‘10’’) = 106 ); the first 106 bits of π , and; the first 106 bits of the
output of the urand function.
Estimator

len(‘‘10’’) = 106

π

urand

Most_common
Collision
Markov
Maurer_universal
MultiMCW
Lag
MultiMMC
LZ78Y
t_tuple
LRS

0.99
1.0
0.007
0.0
0.0
0.0
0.0
0.0
0.0
0.0

0.8
0.56
0.72
0.60
0.81
0.81
0.81
0.81
0.70
0.93

1.0
0.93
0.99
0.84
0.99
0.98
0.99
0.99
0.91
0.99

Fig. 1. Position of bits in IPIs.

The Most Common Value Estimate This test first finds the proportion p of the most common value in the dataset, and
then constructs a confidence interval for such p.
The Collision Estimate This test is based on [52], and the goal is
to estimate the probability of the most-likely output value,
based on the collision times—the number of repeated values. This test outputs a low entropy estimate for sources
that have a significant bias toward a particular output or
value (i.e., the average time to a collision is relatively short)
while a higher entropy estimate occurs for a longer average
time to collision.
The Markov Estimate This method generates a min-entropy estimate by measuring the dependencies between consecutive values from the dataset. This test is used to test sources
with dependencies in the dataset.
The Compression Estimate This test computes the entropy rate
of a dataset based on how much the dataset can be compressed. This test is based on the Maurer Universal Statistic [53], and it is computed by generating a dictionary of
values, and then computing the average number of samples
required to produce an output, based on that dictionary.
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Fig. 2. Scheme of the methodology for the experiments where, for each database we extract the IPIs and generate variations of k items, k = 2...5, from 8 elements
and run the NIST 800-90B suite to obtain the combination(s) with highest entropy.

The MultiMCW Prediction Estimate This test is composed of
multiple Most Common in Window (MCW) sub-predictors,
each of which aims to guess the next output, based on the
last n outputs. This is done by each sub-predictor, which
extracts the most often value in that window of n outputs.
This test was designed for cases where the most common
value changes over time but remains relatively stationary
over reasonable lengths of the dataset.
The Lag Prediction Estimate Similar to the MCW, this test has
several sub-predictors, each of which predicts the next output based on a so-called lag. This method keeps a counter
of the number of times that each sub-predictor was correct
and uses the best sub-predictor to predict the next value.
The MultiMMC Prediction Estimate The MultiMMC predictor is
composed of multiple Markov Model with Counting (MMC)
sub-predictors. Instead of keeping the probability of a transition like in a Markov model, the predictors of this test
record the observed frequencies for transitions from one
output to a subsequent output and makes a prediction
based on the most frequently observed transition from the
current output.
The LZ78Y Prediction Estimate The LZ78Y predictor is loosely
based on LZ78 encoding with the Bernstein’s Yabba scheme
[54] for adding strings to the dictionary. The predictor
keeps a dictionary of strings that have been added to the
dictionary so far and continues adding new strings to the
dictionary until the dictionary has reached its maximum
capacity.
The t-Tuple Estimate This method checks the frequency of tTuples, i.e., pairs, triples, etc., that appears in the dataset. It
produces an estimate of the entropy per sample based on
the frequency of those t-tuples.
The Longest Repeated Substring (LRS) Estimate This test estimates the collision entropy (sampling without replacement) of the dataset based on the number of repeated
tuples within the input dataset.
We carried out one experiment to help readability and understanding of both, the min-entropy estimators, as well as the
results presented throughout this article. We generated: (1) a
file of 106 bits length repeatedly composed of the string ‘‘10’’;
(2) a file made of the first 106 of π , and; (3) a file created of
106 bits after running the urand function. The results can be
seen in Table 3. As a final output, the min-entropy represents the
minimum value of all the above estimators, i.e., 0.0, 0.56 and 0.84
respectively, which confirms that only the urand seems a good
source of entropy.

3. Entropy evaluation of IPIs
In this section, we describe the experiments we carried out
to analyze in-depth the entropy quality of IPI values derived
from an ECG signal. That is, we show whether IPIs are a good
source of randomness. We explain below, in general terms, the
methodology used for the analysis of the nineteen datasets.
For all the experiments shown all along this section, we used
the same procedure. We first applied the quantization algorithm3
to extract the IPIs. After that, we generated the variations without
n!
repetition of 2, 3, 4 and 5 bits, i.e., we produced Vk (n) = (n−
k)!
files where n is the length of the IPIs—8 bits, and k is the number
of bits. We, therefore, generate 56, 336, 1680 and 6720 files
respectively per database.
Fig. 1 shows an example of an IPI and the notation we use to
refer to how a file is made of. In that Figure as well as for the rest
of the paper, the 1st bit (IPI1 ) is the Most Significant Bit (MSB)
whereas the last one (IPI8 ) is the Least Significant Bit (LSB). For
example, when we say ‘‘bits 268’’, ‘‘a combination of bits 268’’,
or just ‘‘268’’, we refer that a file is generated by a concatenation
of bits placed in the 2nd, 6th and 8th positions of the IPIs (i.e.,
IPI2 ||IPI6 ||IPI8 ) belonging to a concrete database, e.g., ‘‘000’’ in the
example of Fig. 1. Another example might be the combination of
bits 78 (i.e., IPI7 ||IPI8 ), which can also be read as the file made of
the last 2 LSB of IPIs, e.g., ‘‘10’’ in the example of Fig. 1.
After running the min-entropy (using ten estimators) in our
previous example against three well-known examples (see Table 3), we assume and without loss of generality, that an estimator is successful when the entropy is higher than 0.7. Note that we
impose this threshold and depending on the security application,
it might be more or less restrictive. In Section 3.5, we show the
results we would have got by using a threshold of 0.9 which is
the threshold we have observed in many scientific papers for a
sequence to be considered entropic or not [6,8,14,50,55]. Fig. 2
summarizes the methodology we followed for the execution of
the experiments.
We followed the same methodology for carrying out all the
experiments as well as for analyzing the results after running
the min-entropy estimators provided by the NIST SP 800-90B
recommendation. First, we obtained the maximum number of
estimators (e.g., Collision and Markov estimators are higher than
the specified threshold) that a combination of bits may achieve,
i.e., for each database, we computed all the variations without
repetitions and selected the best combination(s) that passes the
maximum number of min-entropy estimators.
Second, and using the thresholds computed previously (maximum number of passed estimators), we grouped all the
3 See [5,44] for more details about the quantization algorithm as well as for
the source code.
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Fig. 3. Entropy analysis of files generated by extracting 2 bits from IPIs. Fig. 3a represents the maximum number of passed estimators that achieves at least one
combination of bits. Fig. 3b shows the best and most common combination of bits of databases.

databases, and for each combination of bits, we counted the
number of databases that achieves these thresholds. All this information is displayed in a figure in which each column represents a
histogram. With this experiment, we can: (1) corroborate one of
the main differences between the min-entropy estimators and the
classical Shannon entropy: e.g., the order in which the entropy
source generates the random sequence matters; (2) obtain a
detailed list of the best and most common combination of bits
to be chosen for different length of the IPIs, and; (3) compare the
results we got with the combination that it is usually used in the
IPI-based papers.
It is remarkable that, given the high demanding operations, we
had to implement a few strategies to speed up and to improve the
performance of the experiments. In particular we: (i) executed
the estimators sequentially (following the same order we introduced them in Section 2.2) until we found an estimator that failed
it and we stopped the execution, and; (ii) we introduced a slight
modification to the min-entropy python project provided by the
NIST in such a way that we only take the first 106 characters from
the generated files. This patch allowed us to speed up considerably the last two estimators which are the most computationally
demanding (i.e., t-Tuple and LRS estimators). According to our
estimations, if we would not have done that, executing all the
min-entropy estimators to all the 19 to all the variations without
repetition for 8 elements taking from 2, 3, 4 and 5 bits would

have taken us more than one year of computing these results in
a Linux based cluster with 16 CPUs and 40 Gb of RAM.
Besides, we carried out another experiment to see the differences between the Shannon entropy versus the min-entropy
tests. The goal of this experiment is to demonstrate that, only by
using the Shannon entropy is not enough to claim that a source
can be entropic or not. In particular, for this test, we took the
minimum value after running all the estimators (as suggested
by NIST) as the min-entropy, and we additionally computed the
Shannon entropy for all the variations without repetition for each
one of the databases. We repeated this experiment for bits length
from 2 to 5.
Finally, we generated heatmaps to see the number of failed
estimators per database. These results will shed some light on the
weaknesses of the bit streams generated. It is essential to remark
two main things: 1. the heatmaps do not show the combinations
of databases that passed all the estimators, and; 2. estimators are
executed sequentially, and that is why in the heatmaps there are
estimators with no numbers.
3.1. V2 (8) variations of two bits without repetition
We analyzed the results after running the min-entropy estimators for variations without repetition of 2 bits and the results
are shown in Figs. 3 and 4. In average, it can be seen how in
most of the databases, the maximum number of successful tests
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Fig. 4. Entropy analysis of files generated by extracting 2 bits from IPIs. Fig. 4a depicts a comparison of the min-entropy and the Shannon entropy. Fig. 4b shows a
heatmap of the most failed estimators per database.

(estimator higher than 0.7) is four (see Fig. 3a). In the case of both
fantasia and twadb there is at least a combination of bits that
passes five estimators of the min-entropy test while in the case of
nstdb, prcp, sddb and shareedb there is at least one combination
that passes three estimators at the same time. Finally, cebsdb
is the only one where at least one combination passes all the
estimators at a time. In particular, this combination is the one
composed of the two LSBs in the inverse order, i.e., 87. It is
noticeable that this combination is represented in Fig. 3b.
In addition to that, from such a plot, we conclude that any of
the permutations of the last 2 LSBs are the best one to be chosen if
only 2 bits are picked as entropy source (i.e., in 11 out of 19) have
such combinations as the best ones) followed by the permutation
of the bits 8 and 6 (common in 10 out of 19).
We also tried to find some correlation between the composition of the databases without success. For instance, the set of
healthy databases is composed of {cebsdb, fantasia, nsrdb, prcp}
and the combination of bits 78 is not considered to be the best
option in any of them. On the contrary, the combination of bits
87 is the best one only in the cebsdb database.
We created a boxplot in Fig. 4a to show a comparison of using
the Shannon entropy versus the min-entropy. From such a plot, it
is quite clear to see the difference between these tests. Therefore,

and under the NIST SP 800-90B recommendation, there are no
databases which might be considered suitable as a good source
of randomness from the entropy point of view.
Finally, Fig. 4b depicts the estimators where databases fail
with most frequency. It is interesting to see that there is only
one record in the cebsdb database that passes all the estimators
at a time (note that the sum of all the numbers in the cebsdb
row gives 55 and the V2 (8) = 56). Particular attention should
be put in both prcp and sddb, where a majority of the records
fail in the first estimator (most_common) which indicates that
the sequences of bits are clearly not balanced, i.e., there are
more 1’s than 0’s or the other way around. In general, most of
the databases stop their execution after running the MultiMCW
estimator which means that, despite the number of symbols (1’s
and 0’s) vary over the sequence, that difference is in fact not that
much and thus it is relatively easy to predict.
3.2. V3 (8) variations of three bits without repetition
We generated the V3 (8) and obtained 336 files per database.
After that, we executed the min-entropy estimators to each one
of the files to obtain the maximum number of passed estimators.
The results can be seen in Fig. 5a. In particular, we can assort
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Fig. 5. Entropy analysis of files generated by extracting 3 bits from IPIs. Fig. 5a represents the maximum number of passed estimators that achieves at least one
combination of bits. Fig. 5b shows the best and most common combination of bits of databases.

the results for this experiment into two groups of databases: (1)
a first group with databases that passed 5 estimators (fantasia,
iafdb, nstdb and twadb), and; (2) a group with databases that
passed 4 estimators (afdb, afpdb, cebsdb, edb, incartdb, ltafdb,
mitdb, nsrdb, prcp, qtdb, sddb, shareedb, slpdb, svdb and vfdb).
Contrarily to the first experiment, now databases seem to converge between four and five passed estimators at the most. However, we cannot extract any conclusion about the nature of the
databases, i.e., healthy databases and people with diseases are
mixed indistinguishably.
Fig. 5b shows, a clear tendency: the 2nd MSB appears in all
the combination of bits which achieve the best results: {268, 286,
628, 682, 826, 862, 278, 287, 728, 782, 827, 872}, but: {638, 836
}. Additionally, if we take into account the size constraint suggested by NIST recommendation (see Table 2), we can claim
that the best combinations of bits for V3 (8) are given by the
permutation of the positions 2, 6 and 8, i.e., P3 {2, 6, 8} = {268,
286, 628, 682, 826, 862}, the permutation of the positions 2, 7 and

8, i.e., P3 {2, 7, 8} and the combinations 638 and 836. These results
are clearly in contradiction to what many researchers claimed
about which are the best bits to choose, i.e., the composition of
the LSBs, which in this case would have been the combination of
bits 678.
We conducted one more experiment to check how many
databases have the combination of bits 678 as the best one.
We obtained that afdb, afpdb, cebsdb, edb, fantasia, incartdb,
ltafdb, mitdb, qtdb, shareedb, slpdb, svdb, twadb, vfdb databases
have it (14 ⋃
out of 19). However,
the set mentioned before:
⋃
{P3 {2, 6, 8}} {P3 {2, 7, 8}} {638, 836}, apart from the aforementioned databases, they also have in common nstdb and nsrdb
databases (16 out of 19).
It can be seen in Fig. 6a a comparison between values obtained from running the Shannon entropy and the min-entropy
estimators for all the generated V3 (8) variations and grouped per
databases. In this plot, it can be observed how, just by calculating
the Shannon entropy, cannot be claimed that the heart signal
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Fig. 6. Entropy analysis of files generated by extracting 3 bits from IPIs. Fig. 6a depicts a comparison of the min-entropy and the Shannon entropy. Fig. 6b shows a
heatmap of the most failed estimators per database.

can be considered a good source of entropy. The results are far
from being acceptable, and this leads us to compute one final plot
regarding which estimators are the worst ones, i.e., a statistical
analysis of which estimators that the bit streams generated failed
the most are.
In Fig. 6b we can see that in general, most of the databases fail
in the MultiMCW. Besides, the files of fantasia database usually
fail in the Lag estimator—which is an extended and improved
version of the MultiMCW estimator. It is also worth mentioning
that prcp and sddb databases fail in the first estimator, i.e.,
Most_common. This estimator predicts the next output based on
previous knowledge. Thus, we can claim that both prcp and sddb
are not good choices when using 3 bits. Finally, it is interesting to
see that none of the databases managed to execute the last four
estimators because they failed in previous ones.
3.3. V4 (8) variations of four bits without repetition
For this experiment, we generated the 1680 possible variations
without repetition corresponding to how many different ways

four items from eight elements can be chosen. We passed the
min-entropy estimators to all the 1680 * 19 files, and the results
can be seen in Figs. 7 and 8.
It is interesting to see that the results are quite similar to
the obtained in the previous experiment (i.e., V3 (8)). In detail,
the number of estimators that are successfully passed in each
database is exactly the same with some exceptions. Prpc database
passes one more estimator and, in fantasia database, at least, a
combination of bits passes all the estimators at a time. In relation
to Fig. 7b, the set of combinations of bits that passes more tests
are the following ones: {2638, 2834, 3628, 3826, 4283, 6283,
6382, 8263, 8342, 8362}.
In this case, it is remarkable that none of the databases of the
group that passes five estimators (i.e., {iafdb, nstdb, prcp, twadb}),
achieves the minimum requirement in terms of size that the
NIST recommendation establishes (see Table 2). Despite that, and
given the fact that we found some works in the literature which
directly or indirectly use some of these databases for security
purposes [56,57], we decided to keep them in the interpretation
of the results.
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Fig. 7. Entropy analysis of files generated by extracting 4 bits from IPIs. Fig. 7a represents the maximum number of passed estimators that achieves at least one
combination of bits. Fig. 7b shows the best and most common combination of bits of databases.

Fig. 7b depicts the best and most common combination of bits
for V4 (8). One thing that drew our attention regarding such a plot
is that the 3rd bit appears in all the top 20 of the most common
combinations whereas the 5th MSB (or the 4th LSB) is not in any
of them. Remember that for four bits, the combination that has
usually been taken in the literature is 5678 [5].
We conducted the same verification as in the previous experiments to certify where the combination of bits used by the
majority of the IPI-based papers is. We got that such a combination is considered to be the best one in cebsdb, edb, mitdb, qtdb,
shareedb, slpdb, svdb, twadb, vfdb, i.e., (9 out of 19). To compare
the improvement we achieved by using any of the set of the best
combination we generated, i.e., {2638, 2834, 3628, 3826, 4283,
6283, 6382, 8263, 8342, 8362}, we computed the databases that
have any of the elements of such a set which are: afdb, afpdb,
cebsdb, edb, iafdb, incartdb, ltafdb, mitdb, nsrdb, nstdb, qtdb,
sddb, shareedb, slpdb, svdb, twadb, vfdb, i.e., the same databases
that the combination of the last 4 LSBs (i.e., 5678) plus 8 more
databases (17 out of 19in total). With this, we can conclude that
the combination that is usually taken in the literature is, by far,
not the best one that can be chosen from the min-entropy point
of view according to the NIST recommendation.

In Fig. 8a, we can see a comparison between the Shannon
entropy and the min-entropy tests when applied to all the V4 (8)
variations. Similar to the rest of the performed experiments, we
cannot say that there is a significant improvement concerning
the V3 (8) experiment. We can see how some databases improve
their results like afpdb, fantasia, ltafdb, shareedb or svdb, but
the general improvement is not breakthrough. Contrary to what
can be claimed using the Shannon entropy, from the min-entropy
values we can conclude that the 4th bits of the IPI values are not
entropic (i.e., they are not a good source of randomness).
Finally, Fig. 8b shows the distribution of the most failed tests
for tokens generated taking four bits of the IPI. Once again, it
is interesting to see how the fantasia database obtains the best
results of all the experiments. Even though 109 combinations fail
the t_tuple estimator, it is the only database that achieves that
estimator (remember that estimators are executed sequentially
and we stop when one of the tests fails). About the rest of the
databases, it can be seen how now the databases fail the Collision
instead of the Compression (Maurer Universal Statistic tests) estimators. Recall that the Collision estimator mainly detects when
the source is biased towards a particular value, whereas the
Compression estimator tries to compress the values and generates the average number of samples needed to produce such an
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Fig. 8. Entropy analysis of files generated by extracting 4 bits from IPIs. Fig. 8a depicts a comparison of the min-entropy and the Shannon entropy. Fig. 8b shows a
heatmap of the most failed estimators per database.

output. Roughly speaking, it can be observed how by increasing
the number of bits per file, they can be more compressed, but
they are biased by either having more 0’s or 1’s values.
3.4. V5 (8) variations of five bits without repetition
The last variation that we computed is V5 (8). In general, it can
be seen in Fig. 9a how the maximum number of estimators that
databases got are almost the same than in V4 (8). Nevertheless, in
this case, fantasia database passes only eight out of ten estimators
at the most (10 out of 10 in V4 (8)). With all this, we can conclude
that taking 5 bits does not directly affect the final min-entropy
value.
This result is an improvement in terms of performance due to
the usual procedure to generate random tokens, i.e., appending
some bits to create bit streams of a given size. For instance, to
create a token of 128 bits by appending the four LSBs, it would
be needed—at least—32 IPIs. On the contrary, if five bits were
used, then—at least—27 IPIs would be required. Note that, if for
example, a healthy subject beats one time per second (60 bits per
minute), we will be saving 5 s to generate the same key.

Regarding the best combination of bits (see Fig. 9b), it can be
seen how they are an extension of the previous combinations
in V4 (8). For example, in V4 (8), the best combination is 2638
whereas for five bits, the same combination plus the 2nd MSB
forms one of the best options (i.e., 26 387). Another similar case
can be seen for the combination of 36 287 bits.
Also, note that the top 20 of best and most frequent combinations are in common in 19 out of 19. These results, once
again corroborate the previous conclusion: it is better to use 5
bits instead of 4. This fact means that for instance, the combination of bits 26 387 is the best one possible in any of the tested
databases. Additionally and for completeness, we looked for the
usually assumed combination of bits 45 678 being best one in only
11 databases (afpdb, cebsdb, edb, incartdb, ltafdb, mitdb, qtdb,
shareedb, svdb, twadb, vfdb) which is far from any of the best
combinations.
Fig. 10a shows both Shannon and the min-entropy values. The
results follow the same pattern as in the previous experiments
in the sense that there is a considerable distance between them.
However, we can now see how the min-entropy values of the
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Fig. 9. Entropy analysis of files generated by extracting 5 bits from IPIs. Fig. 9a represents the maximum number of passed estimators that achieves at least one
combination of bits. Fig. 9b shows the best and most common combination of bits of databases.

databases are less spread than in any of the previous experiments.
Once again, and following the same line as in V3 (8) and V4 (8), we
can see how fantasia database achieves the best results in average
(note that the median is close to 0.6). In any case, in general, from
the perspective of min-entropy, the results are not good enough
to consider the ECG signal as a good source of entropy.
Finally, in Fig. 10b, we can see that most of the databases fail
in the MultiMCW estimator (similar to V3 (8) and V4 (8) experiments). Fantasia database achieves the best results of the tested
databases concluding then that fantasia database is the best one.

show that results are worse—as it was expected—than setting
the threshold to 0.7 in terms of the maximum number of passed
estimators—note that ten is the ideal value.
Finally, in Table 4, we summarize the conclusions we got from
all the experiments executed. It is also interesting to mention
that we limited the representation of the results to the top 20.
This has direct repercussions in V5 (8), both Fig. 9b and Table 4
where only the first 20 combinations are shown. However, more
combinations are not there and achieve the same results.
4. Related work

3.5. Limitations and discussion
As mentioned at the beginning of this Section, we set up a
threshold of 0.7 to claim when a sequence of bits passes or not
each one of the estimators of the min-entropy. We are aware
that this threshold might be subjective. Unfortunately, even with
this relaxed threshold, the results are not as good as it is usually
claimed in the literature so far. In order to be more realistic, we
can increase up that threshold to 0.9, which is the number we
have observed in many scientific papers [6,8,14,50,55] as well
as the result we obtained after running the urand function (see
Table 3) and we summarize the results in Fig. 11. These plots

Bao et al. [3], Poon et al. [58] and Bao et al. [17] proposed
in 2004, 2006 and 2008 respectively, different protocols to secure Body Area Networks (BANs). In these proposals, the authors
claimed that the ECG signal, and in particular the Inter-Pulse
Intervals (IPIs) value have entropy, and therefore, can be used
for security purposes. In the following, we try to summarize and
classify the most relevant contributions as well as the methodology authors used (if any) to check that the chosen bits have
entropy. More concretely, we only focus on those works which
systematically pick the n Least Significant Bits (LSBs) of the IPIs.
We leave out of this summary those works where no info is given
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Fig. 10. Entropy analysis of files generated by extracting 5 bits from IPIs. Fig. 10a depicts a comparison of the min-entropy and the Shannon entropy. Fig. 10b shows
a heatmap of the most failed estimators per database.

Fig. 11. Min-entropy comparison with thresholds equal to 0.7 and 0.9.
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Table 4
Summary of the experiments (first column) carried out together with the best combination of bits (second column)
and the number of common databases that have these combinations (last column).
Variations

Best combinations

Databases

V2 (8)
V3 (8)
V4 (8)

{P2 {7, 8}} ⋃
⋃
{P3 {2, 6, 8}} {P3 {2, 7, 8}} {638, 836}

11 out of 19
16 out of 19
17 out of 19

V5 (8)

{2638,2834,3628,3826,4283,6283,6382,8263,8342,8362}⋃
{23758,23857,26387,27358,27368,27538,27583,27836} ⋃
{28357,28537,32758,32857,35728,35827,36278,36287}
{36827,37268,37286,37826}

about how long the sequence is [51,59] or those which do not use
the quantization algorithm proposed by Rostami et al. [5] using
wavelets instead [10,60].
In 2010, Venkatasubramanian and Gupta [11] proposed an
IPI-based protocol to secure communications between sensors in
a Body Sensor Network (BSN). This protocol was based on Poon
et al.’s work [58] and authors did not corroborate the entropy of
IPI values. A year later, in 2011 Xu et al. [4] proposed IMDGuard,
a security scheme for Implantable Medical Devices (IMDs) where
the key establishment is based on IPIs. In this paper, authors
were the first who introduced the quantization algorithm—a preprocessing signal algorithm—and carried out an in-depth analysis
of IPI randomness by running a subset of NIST STS tests [61] and
stated that the four LSBs are random.
Based on previous works [4,11,58], in 2013, Rostami et al. [5]
carried out an experiment against ptbdb, mitdb and mghdb
databases and, after extracting the IPIs and running the quantization algorithm they corroborated that the last 4 LSBs of
the IPI are totally uncorrelated just by calculating the Shannon
entropy. In the same year and based on the same papers, Hu
et al. proposed OPFKA [62], a secure key establishment protocol.
However, authors: (1) did not corroborate previous results, and;
(2) did not mention which databases from Physionet repository
they used for their experiments.
Seepers et al. [8] proposed in 2015 a key generation procedure
based on IPIs. Regarding the entropy evaluation, authors analyzed
the entropy of the 4 LSBs obtained from the IPIs from 42 subjects
from mitdb and fantasia, and 111 subjects from BioSec4 database.
They claimed that the Shannon entropy was gradually decreasing
when taking more significant bits. Another key generation protocol was proposed a year later, in 2016, Altop et al. [6] based
on IPIs. Authors used to test their proposal 50 subjects from
the MIMIC II Waveform [63], and they calculated the Shannon
entropy to check how entropic the heart signals are. We want to
highlight that none of the described proposals checks different
combinations of bits as we proposed in this work.
Recently, Kim et al. [7] studied the peak misdetection issue
and proposed a recovery key exchange protocol. In their proposal,
they used the Physionet repository, but they did not specify
which databases they used and tested their solution by using a
subset of NIST STS suite and all the tests provided by AIS.31 [64].
Koya et al. [16] proposed a hybrid mutual authentication and
key agreement scheme for Wireless Body Area Networks (WBANs).
Authors appended the four LSBs to create a 128-bits token and
tested their proposal against both ptbdb and mitdb databases.
Similarly to previous works, authors just calculated the standard
Shannon entropy to check and claim that the generated tokens
are random.
5. Conclusions
In this article, we scrutinized the IPI values from an ECG
signal as an entropy source generator. In detail, we analyzed
4 https://www.comm.utoronto.ca/~biometrics/databases.html.

19 out of 19

and empirically demonstrated that taking the Least Significant
Bits (LSBs) of the IPI values, as has been done so far in most
contributions [6–10], is not the best approach for randomness
generation. Instead, we generated variations without repetition
of eight elements—corresponding to the position of the bits in
an IPI—taken from two, three, four and five bits respectively and
generated thousands of files that we then analyzed by using the
min-entropy estimators proposed by the NIST SP 800-90B. Note
that the use of the min-entropy is a more conservative approach,
and this value will never surpass the Shannon entropy. From this
analysis, we offered other alternative combinations for two (e.g.,
87), three (e.g., 638), four (e.g., 2638) and five (e.g., 23758) bits
which are, in general, much better than taking the four LSBs from
the entropy point of view.
As future work, we plan to analyze the randomness quality of
the files generated with the best combinations of IPI bits obtained
from our in-depth and rigorous analysis. As suggested by NIST SP
800-90B, a conditioning component (e.g., to reduce bias and/or
increase the entropy rate) may be necessary to improve the
randomness quality of the final output.
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